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1. PREAMBLE

1.1 Since it s inception as a nat ional industry body in 1995, the Internet Industry Association
(II A) has wor ked to def ine and im plement best pr actice standards for  its members and
industry as a whole. In relation to the protection of  personal infor mation, the IIA believes
that industry adherence to ethical privacy pract ices is a necessary precondition for
consumer  conf idence and for the long ter m success of e- commerce generally.
Per mission-based dealings with Personal Inf ormat ion based on an ethos of prior 
inf ormed consent is, in the view of the IIA, mor e conducive to the creation and
preservation of positive customer  relations, than that which occurs without the
knowledge and consent of users.

1.2 Amendments to the Privacy Act made on 21 December 2000, and lar gely endor sed by
the IIA,  require indust ry participants to provide protection for Per sonal Information
collected and used by them. In most cases, these take effect fr om 21 December 2001. 
To assist mem bers in pr eparing for these new obligations, and to develop a culture of
privacy protection in the Australian Internet industr y, the IIA has creat ed this Pr ivacy
Code.

1.3 The Code aims to balance the responsibilities of  government and industry within a co-
regulatory fr amework. This method of shared responsibility is suppor ted by the IIA as a
flexible means of maint aining relevant  and enfor ceable best practice standards within a
rapidly changing communications and commercial environment .

1.4 The Code was appr oved by the Privacy Commissioner on [date].

1.5 The part ies listed in section 4 have contributed to the consult ation process for the
developm ent of the Code.  In this regard, r eference was had to: 

(a) the Privacy Act;

(b) the OECD Guidelines on the Protection of Pr ivacy;

(c) the National Principles for the F air Handling of  personal infor mation;

(d) the European Directive 95/46; and

(e) the OECD Draf t Recommendation of the Council Concerning Guidelines for
Consumer  Prot ection in the Context of Elect ronic Comm erce [hyperlink
htt p://www.oecd.or g)]; 

1.6 The Code is administered by the Code Administrat or of  the IIA under direction of the IIA
Board, and is subject t o independent r eview by t he Independent Code Review Panel.

1.7 Mem bers of the industry who choose to adher e to the Code are entitled to indicate that
com mitment by use of an Appr oved Designation. The use of an Approved Designation
will not  only signify an undertaking to com ply, but will also serve as a means by which
the public can bet ter understand the operat ion of the regime and their rights and
responsibilit ies under it.

1.8 This “European Ext ension” version of the Code has also been drafted with an intention
of providing IIA member s wit h saf e har bour in respect  of their dealings with residents of
the European Union.

2. OBJECTIVES

2.1 The aims of t his Code include:
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(a) to facilitate the protection of Personal Information; 

(b) to bridge any discrepancies between the privacy compliance requirements in
Australia and those in the European Union;

(c) to enhance the protection of   Per sonal Information fr om or  about children;

(d) to restr ict online direct marketing to those individuals who have expressly
consented to receive it ; and

(e) to allow IIA member small business operator s who are other wise not subject to
the Privacy Act to benefit from compliance with industry best practice in relation to
the collection and use of Personal Inf ormat ion.

3. ELIGIBILITY AND SCOPE

3.1 Eligibility to become a Code Subscriber is restr icted to IIA members in good standing,
regardless of  their size or annual tur nover , and includes small business operators who
are members of the IIA. 

3.2 Eligibility f or II A mem bership is open to businesses and organisations who:

(a) provide services on or through the Int ernet  from  a location wit hin Australia, or

(b) are engaged in an Inter net r elated business, or

(c) are directly or indirectly commer cially int erest ed in the Inter net.

3.3 This Code will apply to those businesses and organisations who are eligible to become
Code Subscribers and who agr ee to be bound by the Code.

3.4 This Code is voluntary,  but is binding on those Code Subscriber s who agree to be
bound by it in accordance with the procedur es set out  in t he Code.

3.5 This Code covers the pr ocessing of all Personal Infor mation by a Code Subscriber
including:

(a) employee records exempt ed by the Privacy Act; and

(b) inf ormat ion collected f or inclusion in a generally available publication. 

3.6 Not hing in this Code applies in respect of the collection,  holding, management , use,
disclosure or  transfer of Personal Inf ormat ion by an individual or Personal Information
held by an individual only for the pur poses of, or in connection, his or her personal,
fam ily, or household af fairs.

3.5 It is important to note that the authorised use of an Approved Designation by a Code
Subscriber does not indicate a warranty or endorsement by the IIA of the compliance
by that Code Subscriber with this Code.

4. CONTRIBUTORS

4.1 The following part ies provided the IIA with subm issions which were taken into account in
the draf ting of this Code:

[parties who h ave submit ted t o the IIA durin g the consultat ion p rocess]

5. TERMINOLOGY
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5.1 Other than as defined below,  words used in this Code have the meaning def ined in the
Privacy Act.

“Approved Designation” means any or all of the following:

(a) the symbol or  symbols and accompanying
text where applicable approved by the IIA
Board fr om time to time as indicating
agr eement to comply wit h the Code;

(b) a form of wor ds approved for  that  purpose
by the I IA Board;

(c) any other designat ion approved for that
pur pose by the IIA Boar d.

“child” means an individual who has not attained the age
of thirt een years. 

“Code Administrator” means the per son established under subclause
7.1.

“collect” means the act  of gather ing, acquiring,  or obtaining
Per sonal Information fr om any source, including
third parties, by any means but does not include
the receipt of unsolicited inform ation and
“collect ion” has a corr esponding meaning.

“Code” means this Pr ivacy Code of Practice.

“Code Subscriber” means an organisat ion that has agreed to comply
wit h the Code and has been approved by the
Code Adm inist rator  in accordance with clause 10.

“disclose” means make Personal Inf ormat ion available
thr ough any medium  to others outside the Code
Subscriber or  as contem plated in s 13B of the
Privacy Act, other  than the individual to whom the
inf ormat ion relates and “disclosure” has a
cor responding meaning.

“Independent Code Review Panel” means the body est ablished under subclause 8.1.

“Internet” means the global networ k known by that  name
connecting many separat e com puter  networks and
based on a common addressing syst em and
com munications protocol called TCP/IP. 

“II A” means the Int ernet  Industry Association
(ACN 071 075 575). 

“II A Board” means the Board of  Directors of t he II A.

“online environment” means services or facilities made available by
use of the Internet.

“per son” includes an organisation and the Crown.
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“Privacy Act” means Privacy Act 1988 (Commonwealth) as
amended.

“Privacy Commissioner” means the Federal Privacy Commissioner.

“Public Register” means the register maintained by the Code
Administrator in accordance with subclause
10.15.

“sensitive inf ormat ion” means:

(a) inf ormat ion or an opinion about an
individual’s: 

(i) racial or ethnic origin;

(ii) political opinions;

(iii) membership of a political
association;

(iv) religious beliefs or affiliations;

(v) philosophical beliefs;

(vi) membership of a progressional or
trade association;

(vii) membership of a trade union;

(viii) sexual preferences or practices; or

(ix) criminal record,

that is also Personal Information;

(b) health inform ation; and

(c) Per sonal Information fr om or  about a child. 

“third party” means, in relation to personal information,  a
per son other than the Code Subscr iber holding
the information and the individual to whom the
inf ormat ion r elates.

“user “ means a user of the Int ernet  who is resident within
Australia.

“wor king day” means any day Monday to Friday, excluding
public holidays.

6. CODE RULES
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Pri vacy Principle 1 - Collection

6.1 A Code Subscr iber must not collect Per sonal Information unless the inform ation is
necessar y for  one or more of  its funct ions or activit ies.

6.2 A Code Subscr iber must collect Personal Inf ormat ion only by lawful and fair means and
not  in an unr easonably intrusive way.

6.3 At or before the time a Code Subscriber collects Personal Infor mation from an individual,
the Code Subscriber must take reasonable st eps to ensure that the individual is aware
of: 

(a) the identity of the Code Subscriber and how to contact it;  and

(b) the fact  that  he or she is able t o gain access t o the information; and

(c) the purposes for which the inform ation is collected; and

(d) the Organisat ions (or the types of organisations) to which the Code Subscriber 
usually discloses infor mation of that kind;  and

(e) any law that requires t he particular inform ation to be collected; and

(f) the main consequences (if any) for the individual if all or par t of the inform ation is
not  provided. 

6.4 Where direct marketing is the primary purpose of  collection, Personal Inf ormat ion may
only be collected with the consent of the individual concerned. 

6.5 If it is reasonable and practicable to do so, a Code Subscriber  must  collect Personal
Inf ormat ion about an individual only f rom t hat individual. 

6.6 If a Code Subscriber collect s Per sonal Information about an individual fr om someone
else, it  must  take reasonable steps to ensure that the individual is or has been made
aware of  the matters listed in subclause 6.3 except to the extent that making the
individual aware of the matt ers would pose a ser ious threat to the life or health of any
individual.

Pri vacy Principle 2 - Use an d Disclosu re

6.7 Sensitive inf ormat ion must not be used or disclosed without the individual’s consent (or ,
in the case of Per sonal Information fr om or  about a child,  the consent of  the relevant
child's legal guar dian)  unless:

(a) it is im pract icable for  the Code Subscriber  to seek the individual’s consent (or in
the case of Personal Information about  a child, the consent of the relevant child's
legal guardian) before the use or  disclosur e; and

(b) the use or disclosure is conducted in accor dance with guidelines approved by the
Privacy Commissioner, and

(c) in the case of disclosure, the Code Subscriber reasonably believes that the
recipient of the inform ation will not disclose it.

6.8 A Code Subscr iber must not use or  disclose Personal Inform ation (other than sensitive
inf ormat ion) about  an individual for a purpose (the secondary purpose) ot her than the
primary purpose of  collection unless:

(a) bot h of the f ollowing apply: 
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(i) the secondary purpose is related to the primary purpose of  collection and, if
the Personal Infor mation is sensitive infor mation, directly related to the
primary purpose of  collection;

(ii) the individual would reasonably expect  the Code Subscriber  to use or 
disclose the infor mation for  the secondary purpose; or

(b) the individual has consented to t he use or disclosure;

(c) if the inform ation is not sensitive information and the use of the inform ation is for
the secondary purpose of dir ect m arket ing:

(i) subject  to subclause 6.9, it is impracticable for the Code Subscriber to seek
the individual’s consent bef ore t hat particular use; and

(ii) the Code Subscriber will not  char ge the individual for giving effect  to a
request by the individual to the Code Subscriber  not to receive direct
mar keting com munications; and

(iii) the individual has not made a request to the Code Subscriber not to receive
dir ect m arket ing communications; and

(iv) in each direct mar keting com munication with the individual, the Code
Subscriber dr aws to the individual’s attent ion, or pr ominently displays a
not ice, that he or  she may express a wish not to receive any further  direct
mar keting com munications; and

(v) each written direct mar keting com munication by the Code Subscriber with
the individual (up to and including the com munication that  involves the use)
set s out  the Code Subscriber ’s business address and telephone number 
and, if the communication with the individual is made by fax, telex or ot her
electronic means, a num ber or address at which the Code Subscriber can
be directly contacted electr onically; or

(d) if the inform ation is health information and the use or disclosure is necessar y for 
research, or the compilation or analysis of  stat istics, relevant to public health or
public safety:

(i) it is im pract icable for  the Code Subscriber  to seek the individual’s consent
bef ore t he use or disclosure; and

(ii) the use or disclosure is conducted in accor dance with guidelines approved
by the Commissioner under section 95A of the Privacy Act for the pur poses
of this subparagraph; and

(iii) in the case of disclosure, the Code Subscriber reasonably believes that the
recipient of the health information will not disclose the healt h inf ormat ion, or
Per sonal Information derived from  the healt h inf ormat ion; or

(e) the Code Subscriber reasonably believes that the use or disclosure is necessar y
to lessen or prevent:

(i) a serious and imminent threat to an individual’s life, health or saf ety; or

(ii) a serious thr eat t o public health or public safety; or

(f) the Code Subscriber has reason to suspect that unlawf ul activit y has been, is
being or  may be engaged in, and uses or discloses the Personal Infor mation as a
necessar y par t of its invest igation of  the matter or in reporting it s concerns to
relevant  persons or aut horit ies; or

(g) the use or disclosure is required or expressly author ised by a conflicting legal
obligation; or
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(h) the Code Subscriber reasonably believes that the use or disclosure is reasonably
necessar y for  one or more of  the following by or  on behalf  of an enf orcem ent
body:

(i) the prevention, detection, invest igation, prosecution or punishment of
criminal offences,  breaches of a law imposing a penalty or  sanction or
breaches of a prescribed law;

(ii) the enforcement of  laws relating to the confiscation of the proceeds of
crime;

(iii) the prot ection of the public revenue;

(iv) the prevention, detection, invest igation or  remedying of seriously improper
conduct or pr escribed conduct;

(v) the preparation for, or  conduct of, pr oceedings befor e any cour t or tribunal,
or implementation of the orders of a court or tr ibunal.

Note 1: It is not intended to deter Code Subscribers from lawfully
co-operating with agencies performing law enforcement functions in
the performance of their functions.

Note 2: Subclause 6.5does not override any existing legal obligations not to
disclose personal information. Nothing in subclause 6.5requires a
Code Subscriber to disclose personal information; a Code Subscriber
is always entitled not to disclose Personal Information in the absence
of a legal obligation to disclose it.

Note 3: A Code Subscriber is also subject to the requirements of Privacy
Principle 9 if it transfers Personal Information to a person in a foreign
country.

6.9 For  the purposes of subclause 6.8(c)(i), it shall in all circumstances be deemed
practicable for a Code Subscriber  to seek the individual’s prior express consent to use
Per sonal Information for the secondary purpose of dir ect market ing in an online
environm ent.

6.10 If a Code Subscriber uses or  discloses Personal Infor mation under subclause 6.8(h), it
must make a written not e of the use or  disclosur e.

6.11 Subclause 6.8 operates in relat ion to Per sonal Information that a Code Subscriber  that  is
a body corpor ate has collect ed fr om a relat ed body corporate as if the Code
Subscriber’s primary purpose of collection of the inf ormat ion were the pr imary purpose
for  which the related body corpor ate collected t he information. 

6.12 Despite subclause 6.8 and subclause 6.10, a Code Subscriber that provides a health
ser vice to an individual may disclose healt h inf ormat ion about the individual to a person
who is r esponsible for the individual if:

(a) the individual:

(i) is physically or legally incapable of giving consent to the disclosure; or

(ii) physically cannot communicat e consent to the disclosure; and

(b) a natural per son ( the carer)  providing the healt h ser vice for the Code Subscriber is
sat isfied that eit her:

(i) the disclosur e is necessary to pr ovide appr opriate care or  treatment  of the
individual; or

(ii) the disclosur e is made for compassionate reasons; and

(c) the disclosur e is not contrary to any wish: 
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(i) expressed by the individual befor e the individual became unable to give or
com municate consent; and

(ii) of which the carer  is aware,  or of which the car er could reasonably be
expected to be aware; and

(d) the disclosur e is limit ed to the extent reasonable and necessar y for  a purpose
mentioned in paragraph  (b).

6.13 For  the purposes of subclause 6.12, a person is responsible for an individual if the
per son is:

(a) a parent  of t he individual; or

(b) a child or sibling of t he individual and at  least 18 years old;  or

(c) a spouse or de facto spouse of the individual; or

(d) a relative of  the individual, at least  18 years old and a member of the individual’s
household; or 

(e) a guardian of  the individual; or

(f) exercising an enduring power  of attorney gr anted by the individual that is
exercisable in relation to decisions about the individual’s health; or

(g) a person who has an int imate personal relat ionship with the individual; or

(h) a person nominated by t he individual t o be contacted in case of  emer gency.

6.14 In subclause 6.13:

(a) child of  an individual includes an adopted child, a step-child and a foster -child, of
the individual;

(b) par ent of an individual includes a step-par ent, adopt ive parent  and a foster-par ent,
of the individual; 

(c) relative of an individual means a grandparent, grandchild,  uncle, aunt, nephew or
niece, of the individual;

(d) sibling of an individual includes a half-brother,  half -sister, adopt ive brother,
adoptive sist er, step-brother,  step-sister, foster-brother and foster -sister, of the
individual.

Pri vacy Principle 3 - Data Q ualit y

6.15 A Code Subscr iber must take reasonable steps to make sure that the Personal
Inf ormat ion it collects, uses or discloses is accurat e, complet e and up-to-dat e.

Pri vacy Principle 4 - Data securi ty

6.16 A Code Subscr iber must take reasonable steps to protect the Per sonal Information it 
holds fr om misuse and loss and fr om unauthorised access, m odification or disclosure.

6.17 A Code Subscr iber must take reasonable steps to destr oy or  perm anent ly de-identify
Per sonal Information if  it is no longer needed for any pur pose for which the inform ation
may be used or disclosed under Pr ivacy Principle 2.

Pri vacy Principle 5 - O penness

6.18 A Code Subscr iber must set out in a document clearly expressed policies on its
management of  personal infor mation. The Code Subscriber must make the document 
available to anyone who asks for it.
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6.19 On request by a person,  a Code Subscriber must take reasonable steps to let the
per son know, gener ally,  what  sort  of Personal Information it holds, for what purposes,
and how it collect s, holds, uses and discloses t hat inform ation.

Pri vacy Principle 6 - Access and Correction 

6.20 If a Code Subscriber holds Personal Information about  an individual,  it must provide the
individual with access to the inf ormat ion on request by the individual, irrespective of the
individual’s nationalit y or place of r esidence, except to the extent  that :

(a) in the case of Per sonal Information ot her than health information, providing
access would pose a ser ious and imminent threat to the lif e or healt h of any
individual; or

(b) in the case of health inform ation, providing access would pose a ser ious threat to
the life or health of any individual; or

(c) providing access would have an unreasonable impact upon the privacy of ot her
individuals; or

(d) the request for access is fr ivolous or  vexatious or, in the case of requests for
access by non-Aust ralian cit izens, unduly onerous; or 

(e) the information relates to existing or  anticipat ed legal proceedings between the
Code Subscriber and the individual, and the information would not be accessible
by the process of discovery in those proceedings; or

(f) providing access would reveal the intentions of the Code Subscr iber in relation to
negotiat ions with the individual in such a way as to prejudice those negotiations;
or

(g) providing access would be unlawful; or 

(h) denying access is required or aut horised by or under law; or

(i) providing access would be likely to pr ejudice an investigation of possible unlawful
act ivity; or

(j) providing access would be likely to pr ejudice:

(i) the prevention, detection, invest igation, prosecution or punishment of
criminal offences,  breaches of a law imposing a penalty or  sanction or
breaches of a prescribed law; or

(ii) the enforcement of  laws relating to the confiscation of the proceeds of
crime; or

(iii) the prot ection of the public revenue; or

(iv) the prevention, detection, invest igation or  remedying of seriously improper
conduct or pr escribed conduct; or 

(v) the preparation for, or  conduct of, pr oceedings befor e any cour t or tribunal,
or implementation of it s orders;

by or on behalf of an enforcement body; or

(k) an enfor cement body per forming a lawful security function asks the Code
Subscriber not to provide access to the inf ormat ion on the basis that providing
access would be likely to cause damage to t he securit y of Austr alia. 

6.21 However,  wher e providing access would reveal evaluative information gener ated within
the Code Subscriber in connection with a commercially sensitive decision-making
process,  the Code Subscriber  may give the individual an explanation for the
com mercially sensitive decision r ather  than direct access to the inf ormat ion.
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Note: A Code Subscriber breaches subclause 6.20 if it relies on subclause 6.21
to give an individual an explanation for a commercially sensitive decision in
circumstances where subclause 6.19 does not apply.

6.22 If the Code Subscr iber is not required to provide the individual wit h access to the
inf ormat ion because of one or mor e of subclause 6. 20(a)  to (k)  (inclusive), the Code
Subscriber must, if reasonable, consider whether  the use of mut ually agreed
int ermediaries would allow sufficient access to meet the needs of both parties.

6.23 If a Code Subscriber charges for providing access to personal inform ation, those
charges: 

(a) must not  be excessive; and

(b) must not  apply to lodging a request for access.

6.24 If a Code Subscriber holds Personal Information about  an individual and the individual is
able to establish that the inform ation is not accurat e, complet e and up-to-dat e, the Code
Subscriber must take reasonable steps to correct  the infor mation so that it is accurate, 
com plete and up-to-dat e.

6.25 If the individual and the Code Subscriber disagr ee about whether the information is
accurate, com plete and up-to-dat e, and the individual asks the Code Subscriber to
associat e wit h the information a statement claim ing that the information is not accurate,
com plete or up-to-dat e, the Code Subscriber must take reasonable steps to do so.

6.26 A Code Subscr iber must provide reasons for denial of access or a ref usal to correct 
per sonal information.

Pri vacy Principle 7 - I denti fiers

6.27 A Code Subscr iber must not adopt as it s own identifier of an individual an identifier of  the
individual that has been assigned by:

(a) an agency; or 

(b) an agent  of an agency acting in its capacit y as agent ; or

(c) a contracted service pr ovider for  a Commonwealth cont ract acting in its capacity
as contr acted service provider for that contract .

6.28 However,  subclause 6.27 does not  apply to the adoption by a pr escribed Code
Subscriber of  a pr escribed identifier in pr escribed circum stances.

Note: There are prerequisites that must be satisfied before those matters are
prescribed: see subsection 100(2) of the Privacy Act.

6.29 A Code Subscr iber must not use or  disclose an identif ier assigned to an individual by an
agency, or by an agent or contracted service provider  ment ioned in subclause 6.27,
unless:

(a) the use or disclosure is necessar y for  the Code Subscriber  to fulfil its obligations
to the agency; or

(b) one or more of subclauses 6. 8(e) to (h) (inclusive) apply to the use or disclosure; 
or

(c) the use or disclosure is by a prescribed Code Subscriber of a prescr ibed ident ifier 
in prescribed circumstances. 

Note: There are prerequisites that must be satisfied before the matters
mentioned in paragraph (c) are prescribed: see subsection 100(2) of
the Privacy Act.

6.30 In this clause:
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“identifier” includes a number assigned by a Code Subscriber to an individual to
identify uniquely the individual for the purposes of the Code Subscriber’s operations.
However, an individual’s name or ABN (as defined in the A New Tax System
(Australian Business Number) Act 1999) is not an identifier.

Pri vacy Principle 8 - Anonymity

6.31 Wherever  it is lawful and pr acticable,  individuals must have the opt ion of not  identifying
themselves when entering transact ions with a Code Subscriber.

Pri vacy Principle 9 - T ransb order Data Flow s

6.32 A Code Subscr iber in Australia or  an external Territory may transfer  Personal
Inf ormat ion about an individual to som eone (other than the Code Subscriber or the
individual) who is in a foreign countr y only if: 

(a) the Code Subscriber reasonably believes that the recipient  of the information is
subject to a law, binding scheme or contract which ef fectively upholds pr inciples
for  fair  handling of the inf ormat ion that are substantially sim ilar to the Nat ional
Privacy Principles; or

(b) the individual consents to t he tr ansfer; or 

(c) the transfer is necessary for the perf ormance of  a contract bet ween the individual
and the Code Subscriber , or for the im plementation of  pre-contract ual measur es
taken in response to the individual’s request; or

(d) the transfer is necessary for the conclusion or performance of a contract 
concluded in the interest of  the individual between the Code Subscriber and a
third party; or

(e) all of t he following apply:

(i) the transfer is for the benefit of the individual;

(ii) it is im pract icable to obtain the consent of the individual to that transfer; or

(iii) if it were pr acticable to obtain such consent, the individual would be likely to
give it. 

Pri vacy Principle 10 - Sensi tive Informatio n

6.33 A Code Subscr iber must not collect sensitive inf ormat ion about an individual unless:

(a) the individual has consented, or,  in the case of  Personal Infor mation from or about 
a child,  the relevant child's legal guardian has consented; or

(b) the collection is required by law; or

(c) the collection is necessary to pr event  or lessen a serious and imminent threat  to
the life or health of any individual, where the individual whom  the infor mation
concerns:

(i) is physically or legally incapable of giving consent to the collection; or

(ii) physically cannot communicat e consent to the collection; or

(d) if the inform ation is collected in the cour se of  the activities of a non-profit Code
Subscriber, t he following conditions are satisfied:

(i) the information relates solely to the members of  the Code Subscriber  or to
individuals who have regular  cont act with it in connection with its activities;
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(ii) at or before the time of collecting the inf ormat ion, the Code Subscr iber
undertakes to the individual whom  the infor mation concerns that  the Code
Subscriber will not disclose the infor mation wit hout the individual’s consent; 
or

(e) the collection is necessary for the establishment, exercise or defence of  a legal or
equitable claim.

6.34 Despite subclause 6.33, a Code Subscriber may collect health information about an
individual if :

(a) the information is necessary to provide a health service t o the individual; and

(b) the information is collected:

(i) as required by law (other than the Privacy Act); or

(ii) in accor dance with rules est ablished by com petent health or medical bodies
that deal wit h obligations of professional confidentiality which bind the Code
Subscriber.

6.35 Despite subclause 6.33, a Code Subscriber may collect health information about an
individual if :

(a) the collection is necessary for any of  the following purposes:

(i) research relevant to public healt h or public saf ety;

(ii) the compilation or  analysis of st atist ics relevant to public health or public
saf ety;

(iii) the management, funding or m onitoring of a healt h ser vice;  and

(b) that pur pose cannot be served by the collection of information that does not
identify the individual or from which the individual’s identity cannot reasonably be
ascertained; and

(c) it is im pract icable for  the Code Subscriber  to seek the individual’s consent to the
collection; and

(d) the information is collected:

(i) as required by law (other than the Privacy Act ); or

(ii) in accor dance with rules est ablished by com petent health or medical bodies
that deal wit h obligations of professional confidentiality which bind the Code
Subscriber; or

(iii) in accor dance with guidelines approved by the Commissioner  under
section  95A of the Privacy Act for the purposes of this subparagraph.

6.36 If a Code Subscriber collect s health inform ation about an individual in accordance with
subclause 6.35, the Code Subscriber must take reasonable steps to permanently
de-identify the infor mation bef ore t he Code Subscriber discloses it.

6.37 In this clause:

“non-profit Code Subscriber” means a non-profit Code Subscriber that has only
racial, ethnic, political, religious, philosophical, professional, trade, or trade union
aims.

7. ADMINISTRATION
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Cod e Administ rator

7.1 The IIA will establish a Code Adm inist rator  comprising:

(a) IIA’s Chief Privacy Off icer;  and

(b) such other persons as t he II A Board may from tim e to time nominate.

7.2 The Code Administr ator will be funded by the IIA in such manner as the IIA Board
consider s appropriate, having regard to the resource requirements necessary for the
eff ective execution of its t asks. 

7.3 The Code Administr ator will meet not less t han once every three mont hs.

Tasks of  Code Admi nistrator

7.4 The Code Adm inist rator  will perf orm t he following tasks:

(a) manage t he registr ation of Code Subscr ibers

(b) publish and m aintain an accurate,  up t o dat e, and easily accessible public register 
of Code Subscriber s

(c) report on the oper ation of t he Code in accordance wit h the requirements of the
Privacy Act and any applicable guidelines; and

(d) per form such other  tasks as the I IA Board considers necessary or desirable for 
the effective oper ation of t he Code.

8. REVIEW

Est ablishment  and Const ituti on of  Independent Co de Review Panel 

8.1 The IIA will establish an Independent Code Review Panel com prising:

(a) an independent chairper son; and

(b) such other persons as t he II A Board may from tim e to time nominate.

Tasks of  Independent Co de Review Panel 

8.2 The Independent Code Review Panel will:

(a) monitor the operat ion of the Code;

(b) wit hin 3 year s aft er registr ation of t his Code, produce a repor t on: 

(i) the effectiveness of the Code; and

(ii) statistics on complaint s ref erred to t he Code Administrator.

which shall together provide a basis for assessing Code compliance generally.

Con sultation

8.3 In conducting the review under subclause 8.2, the Independent Code Review Panel will
seek the views of users, government agencies and consumer groups, and other persons
or bodies as appropriat e in Austr alia and internationally,  regarding the operation of the
Code and in r elation to suit able revisions and amendm ents. 
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Sou rce o f Amendmen ts

8.4 The Independent Code Review Panel may recom mend amendments of the Code on
request or by its own initiative. 

Amendmen t Pro cedure

8.5 To amend the Code,  the Independent Code Review Panel must complete the following
steps:

(a) consult with industry, gover nment , users, user representat ives and the general
public r egarding t he pr oposed amendment;

(b) resolve the t erms of any proposed amendment ;

(c) give not ice of the term s of the proposed am endment to each Code Subscriber,
users and the general public;

(d) allow 60 days to provide com ments to I ndependent  Code Review Panel;

(e) receive comments f rom Code Subscr ibers;

(f) adopt or  reject the proposed amendment  with or without modifications (not 
including modifications that  would make the substance of the pr oposed
amendment substant ively diff erent  to t he substance or iginally proposed);

(g) obt ain t he approval of the I IA Board; and

(h) give not ice of the Code as amended to each Code Subscriber  and to the general
public.

Time for Amen dment s

8.6 Amendments to the Code will come into effect 45 days after  completion of the step
described in subclause 8.5(h).

9. COMPLAINTS

Int ernal  Comp laint  Hand ling Procedures

9.1 Code Subscribers will ensure that  they have in place publicly available procedures for
dealing with complaints from  inception to satisf action or deter minat ion which comply wit h
the Aust ralian Standard on Complaints Handling AS 4269-1995 and which are available
to any individual (irrespect ive of nat ionality or place of  residence) about whom Personal
Inf ormat ion is processed.

Time for Reso lutio n and  Referral to Privacy Commissio ner

9.2 If complaints cannot be resolved to the sat isfaction of the com plainant within a
reasonable time, either  the complainant or the Code Subscr iber may refer the complaint
to the Privacy Com missioner. 
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10. REGISTRATION AND DEREGISTRATION UNDER THE CODE

App licat ion t o become a Code Subscriber

10.1 Per sons eligible to be Code Subscriber s may make application to the Code
Adm inist rator  in accordance with the procedures established by the Code Administrat or
and appr oved by the IIA Boar d from tim e to time. 

10.2 If an applicant intends that  its registration as a Code Subscriber is to cover  one or more
subsidiaries,  then, subject to each subsidiary being eligible for registr ation, the applicant 
must provide the names of each subsidiary organisation in its application.

10.3 The application shall be in a for m prescribed by the Code Administrator and approved by
the IIA Board from  time to time and will include a duly authorised and signed statement
by the applicant t hat it agr ees t o be bound by t he Code.

10.4 The Code Administr ator will within a r easonable time: 

(a) confirm receipt of  all applications;

(b) assess t he eligibility of the applicant for  appr oval as a Code Subscriber ; and

(c) upon sat isfying it self that an applicant is eligible for approval as a Code
Subscriber, recomm end to the IIA Board that  the relevant application be
approved.

10.5 Where, in the cour se of  assessing an application under subclause 10. 4, the Code
Adm inist rator  finds an applicant to be ineligible for  appr oval,  the Code Administrator will
not ify t he applicant setting out the r easons for  their ineligibility.

10.6 An applicant who is not ified of their ineligibility under subclause 10. 5 shall have the
opportunity of rectifying their ineligibility and reapplying for approval.

10.7 The IIA Board will periodically consider all recommendations for approval of applications
by the Code Administrat or and will not ify the Code Administrator of its decision to ratify
or other wise reject each applicat ion.

10.8 If the IIA Board decides not  to ratify the Code Administrator’s recommendation under
subclause 10. 4(c), it shall pr ovide the Code Administrator with reasons, whereupon the
Code Adm inist rator  will notify the applicant of its unsuccessful applicat ion, toget her with
reasons. 

10.9 Neither: 

(a) ref usal by the IIA Boar d to ratif y an application; nor

(b) der egist ration in accor dance with subclause 10. 20,

will prevent a per son f rom r eapplying at a later  stage for  registrat ion, provided t hat:

(c) such applicat ion is made in good faith;

(d) in the case of re- registration, t he applicant satisfies the IIA Boar d that:

(i) it is willing to comply with the Code; 

(ii) it has adequate pr ocedures in place  t o do so; and

(iii) it has taken all reasonable steps to ensure that  is capable of complying with
the Code.

Pro cedure Upo n App roval 

10.10 Upon approval of an applicat ion, the Code Administrat or will:



Internet Industry Association www .iia.net.au

16IIA Privacy Code –  Consultat ion Draft

(a) not ify t he applicant of  the approval;

(b) provide the applicant with a writ ten author isation to use an Approved Designat ion,
subject to the ter ms or  conditions governing such use;

(c) add the name of the applicant to the Public Register. 

10.11 the steps ref erred to in subclauses 10. 10 (a) to (c)  shall constit ute regist ration of a Code
Subscriber, and shall take effect  from  the date that the IIA Board direct s the Code
Adm inist rator  to add the nam e of a Code Subscriber to the Public Register .

Designation of Code Subscribers

10.12 Code Subscribers may represent their agreem ent to com ply with this Code by use of an
Approved Designation.

10.13 The IIA Board may from time to time make at  its discr etion vary rules governing the use
of an Approved Designat ion.

10.14 Code Subscribers shall abide by these rules as a condition of use of  an Approved
Designat ion or, in the case of variation of  the rules, their continued use.

10.15 The Code Administr ator will ensur e that Code Subscribers are made aware of these
rules at  the time of their approval or , where the rules ar e var ied, following any such
var iation.

10.16 The IIA does not, by authorising use of an Approved Designation by a Code Subscriber,
war rant the compliance of that Code Subscriber with t he Code.

Pub lic I nformation  Reso urce

10.17 The Code Administr ator shall cause to be published on the Inter net an easily accessible
public inform ation resource which cont ains: 

(a) a public register of current Code Subscribers;

(b) samples of Approved Designations;

(c) information about the Code;

(d) a copy of the most current version of the Code;

(e) information about making complaints in relation to matters contained in the
Code;

(f) contact details of the Office of the Federal Privacy Commissioner; and

(g) any other information which the Code Administrator considers relevant to the
efficient functioning of the Code.

Breaches of t he Co de

10.18 If a Code Subscriber acts in a manner which,  in the II A Board’s discr etion, constitutes a
breach of the Code, then the IIA Board shall dir ect the Code Administrator to notif y the
Code Subscriber of  the breach.

10.19 Wit hin 7 working days of receipt of such notification, the Code Subscriber must

(a) take all reasonable steps to rect ify t he br each;  and

(b) not ify t he Code Administrator of the steps taken to r ectif y the breach.

10.20 If the Code Subscr iber fails to comply with subclause 10. 19, then the II A Board will issue
a f inal notice requiring the Code Subscriber to rectify the breach within 7 days.
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Revocati on of  Auth orisation

10.21 Where:

(a) a Code Subscriber fails to act in accordance with the final notice under
subclause 10.20; or

(b) the IIA Board, in its discretion, considers that a Code Subscriber has acted in
breach of this Code to an extent warranting the removal of the Code
Subscriber from the Public Register, or

(c) a Code Subscriber advises the IIA Board by written notice to the Code
Administrator that it wishes to be no longer bound by the Code;

then the IIA Board shall:

(d) by written notice revoke the Code Subscriber’s authorisation to use an
Approved Designation, and, except in response to a request under subclause
10.21(c), setting out the reasons for the revocation; and

(e) direct the Code Administrator to remove the name of a Code Subscriber from
the Public Register; and

(f) direct the Code Administrator to notify the Privacy Commissioner that the
relevant Code Subscriber’s authorisation to represent itself as a Code
Subscriber has been revoked.

10.22 The steps ref erred to in subclauses 10. 21(d)  to (f)  shall constit ute deregistrat ion of a
Code Subscriber, and shall take effect  from  the date that the IIA Board direct s the Code
Adm inist rator  to r emove the name of a Code Subscriber  from  the Public Register .

Cod e Sub scrib er’s Oblig ation s on Dereg istration

10.23 On deregistration,  the Code Subscriber  must :

(a) imm ediat ely cease using an Approved Designation; 

(b) wit hin 7 working days notify its users that  it has ceased to be a Code Subscriber;
and

(c) make no further representation that it  complies with the Code.

App eal

10.24 A Code Subscr iber who has been deregistered in accordance with subclause 10. 20
may, wit hin 7 working days of receipt of the not ice referr ed to in subclause 10. 20(d) , by
written notice appeal the decision to the Chairperson of the Independent Code Review
Panel.

10.25 The Chairperson of  the Independent Code Review Panel shall give the deregister ed
Code Subscriber an opportunity to be heard and shall make a final determination.

Unauthorised Use o f an Appro ved Design ation 

10.26 Code Subscribers acknowledge that  unauthorised use of  an Approved Designation or
other representation of  compliance wit h or subscription to this Code may render a Code
Subscriber liable under  the Trade Pr actices Act 1974.


